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AUDIT SUMMARY

We have audited the basic financial statements of Longwood University (Longwood) as of and for
the year ended June 30, 2019, and issued our report thereon, dated July 10, 2020. Our report, included
in Longwood’s Annual Report, is available at the Auditor of Public Accounts’ website at
www.apa.virginia.gov and at Longwood’s website at www.longwood.edu. Our audit found:

e the financial statements are presented fairly, in all material respects;
e two deficiencies that we consider to be material weaknesses in internal control;
e additional internal control findings requiring management’s attention; and

e four instances of noncompliance or other matters required to be reported under
Government Auditing Standards.

Longwood has not taken adequate corrective action with respect to four previously reported
findings. Accordingly, we designated these findings with a “repeat” label in the section entitled “Internal
Control and Compliance Findings and Recommendations.” Longwood has taken adequate corrective
action with respect to audit findings reported in the prior year that are not repeated in this report.


http://www.apa.virginia.gov/
http://www.longwood.edu/
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INTERNAL CONTROL AND COMPLIANCE FINDINGS AND RECOMMENDATIONS

Continue to Improve Financial Reporting Processes
Type: Internal Control

Severity: Material Weakness

Repeat: Yes (first issued in fiscal year 2018)

Prior Title: Improve Financial Reporting Processes

Financial Operations continues to not have adequate internal controls over its financial reporting
process. Numerous adjustments and errors to the financial statements indicate that the current process
for compiling the financial statements does not prevent, or detect and correct on a timely basis, material
misstatements to the financial statements. We found the following errors requiring adjustment,
because Financial Operations:

e Incorrectly classified non-depreciable capital assets and depreciable capital assets by
$56.3 million, as described in the finding “Continue to Strengthen Internal Controls
over Capital Assets.”

e Overstated construction contractual commitments by $5.3 million because Financial
Operations incorrectly included construction related and retainage payable amounts
when determining the remaining balance on construction contracts. Governmental
Accounting Standards Board (GASB) requires the disclosure of significant
commitments that are not reflected in the financial statements because the
recognition criteria has not occurred. As construction related and retainage payable
amounts are already reflected within the financial statements, these should be
excluded from the commitments disclosure.

e Understated other contractual commitments with the Longwood University Real
Estate Foundation (Real Estate Foundation) for student housing in the commitments
footnote by $537,501 due to errors in the calculation based on fiscal year. In
addition, the amount for other contractual commitments with the Real Estate
Foundation within the commitments footnote schedule did not agree to the footnote
wording by $5.3 million because Financial Operations did not update the amount
within the wording with the current year information.

e Understated accounts payable by $1.7 million because Financial Operations’ analysis
to determine payables only considered unencumbered expenses; therefore,
excluding encumbered expenses. The accounts payable amount should include all
expenses incurred and outstanding as of fiscal year end.

e Improperly classified appropriated capital project funds totaling $2.3 million as

restricted net position. GASB Statement No. 63, “Financial Reporting of Deferred
Outflows of Resources, Deferred Inflows of Resources, and Net Position” states that
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capital contributions should not be displayed as a separate component of net
position.

Incorrectly classified funds donated by the Longwood University Foundation for
specific programs remaining at year end as unrestricted cash and unrestricted net
position totaling $1.8 million. GASB Statement No. 54 requires that funds received
with externally imposed restrictions should be reported as restricted on the financial
statements.

Incorrectly calculated the net investment in capital assets amount and could not
provide support for the calculation. Because of other errors noted throughout this
finding, Financial Operations recalculated net investment in capital assets to consider
all audit adjustments.

Inaccurately prepared the footnotes and required supplementary information
pertaining to pensions and other post-employment benefits, requiring multiple
wording and amount adjustments to align with state provided schedules and
disclosures.

Improperly calculated scholarship allowances by improperly accounting for new
unfunded scholarships resulting in an adjustment to student tuition and fees
revenues of $549,623 and auxiliary enterprise revenues of $524,534. Because new
unfunded scholarships are excluded from tuition and fee revenues, they should also
be excluded from the scholarship allowance calculation.

Improperly included audited component unit footnote information. The
contribution receivable due from the Longwood University Foundation Board
members was understated by $240,281, and multiple wording changes were
necessary for long-term indebtedness.

Incorrectly classified Real Estate Foundation funds transferred to Longwood for the
construction of the University Center totaling $6.3 million as other gifts rather than
capital grants and contributions as these funds are capital in nature. Capital grants
and contributions consist of capital assets or resources that are restricted for capital
purposes, such as purchasing, constructing, or renovating capital assets.

Incorrectly classified the Longwood University Foundation calculation of net
investment in capital assets totaling $7.1 million as unrestricted net position.

Incorrectly calculated net investment in capital assets for the Real Estate Foundation
resulting in an overstatement of $23.2 million. GASB Statement No. 63, “Financial
Reporting of Deferred Outflows of Resources, Deferred Inflows of Resources, and Net
Position” states net investment in capital assets consists of capital assets, net of
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accumulated depreciation, reduced by the outstanding balances of bonds,
mortgages, notes, or other borrowings that are attributable to the acquisition,
construction, or improvement of those assets.

In response to prior year recommendations, Financial Operations documented and implemented
financial statement preparation procedures. Procedures are necessary to ensure financial statements
are accurate, timely, and consistent. Financial Operations could improve the procedures by continually
updating the procedures to address errors noted in prior years. As noted in prior year, Financial
Operations does not have adequate staff with the appropriate expertise and knowledge of governmental
accounting standards and best practices in financial reporting relevant to public colleges and universities
to prepare the financial statements and perform a thorough review. Management attempted to hire
additional personnel, but has been unsuccessful. To compensate, management used a consultant and
an accounting professor to review the financial statements. However, this was not effective, given the
continued errors, because management added these resources late in the process and they did not have
an adequate understanding of the full financial reporting process. Management is responsible for
designing and maintaining a system of internal controls relevant to the preparation and fair presentation
of financial statements that are free from material misstatement in accordance with generally accepted
accounting principles. The lack of adequate staff and a thorough review process creates an environment
in which reporting errors happen and go undetected. As a result, we consider this a material weakness
in internal controls.

Management should continue the search for additional staff with the appropriate expertise and
knowledge to properly prepare and review the financial statements. Management should also evaluate
the training needs of staff participating in the financial reporting process to increase expertise and
knowledge of governmental accounting standards and best practices in financial reporting relevant to
public colleges and universities. Financial Operations should continue to update financial statement
procedures and ensure proper review and approval of all financial statements and related disclosures.

Continue to Strengthen Internal Controls over Capital Assets

Type: Internal Control

Severity: Material Weakness

Repeat: Partial (first issued in fiscal year 2016, with limited progress)
Prior Title: Strengthen Internal Controls over Capital Assets

Longwood does not have adequate internal controls over capital assets related to financial
reporting resulting in $56.3 million in misclassifications between Longwood’s non-depreciable capital
assets and depreciable capital assets. In addition, Financial Operations does not consistently record
capital asset disposals in the capital asset system in accordance with Longwood and Commonwealth
requirements.

Financial Operations staff do not receive adequate financial reporting training, and the review

process did not detect errors within work prepared by Financial Operations staff prior to inclusion in the
financial statements. Errors related to financial reporting understated the beginning balance for net

Fiscal Year 2019




capital assets by $8.4 million, net capital assets at fiscal year-end by $16,532, and depreciation expense
by $706,504 for the following reasons:

e Financial Operations was unaware that construction projects should be capitalized
when certified for occupancy rather than upon completion of construction;
therefore, they incorrectly continued to include four construction projects with
certificates of occupancy in construction-in-progress (CIP) rather than capitalizing the
assets, requiring a $57.8 million adjustment between CIP and buildings and
infrastructure.

e Financial Operations did not include $1.5 million of fiscal year 2019 payables in CIP,
understating net capital assets. Financial Operations did not accrue this expense
because the query used to compile the accounts payable data had restrictions which
did not include all expense types. Therefore, Financial Operations only recorded
accounts payable through May instead of June 2019.

e Financial Operations improperly included adjustments for prior year’s disposals in
current year activity rather than as a beginning balance adjustment, overstating
beginning net capital assets by $3.9 million.

In response to prior year recommendations, Financial Operations developed and implemented
policies and procedures related to capital assets. Policies and procedures are necessary to ensure the
proper recording, tracking, and management of capital assets, as well as to ensure that such assets are
not subject to misappropriation. Financial Operations could improve the newly created capital asset
policies and procedures in the following areas:

e CIP policies and procedures do not require Campus Planning to report when
constructed assets become operational, have a certificate of occupancy, and are
ready for capitalization to the Fixed Asset Accountant for construction projects.
Instead, Longwood’s policies and procedures require Campus Planning to report
construction projects to the Fixed Asset Accountant once construction is complete,
which does not comply with Commonwealth Accounting Policies and Procedures
(CAPP) Manual requirements.

e Inventory policies and procedures do not include instructions to review
departmental assets for any new assets not included on the inventory count sheets.

e Financial Management and CIP policies and procedures do not address the
compilation of accounts payable amounts for construction projects.

e Capital asset policies and procedures do not address the timing of recording assets

within the capital asset system. As a result, in a sample of ten assets, Financial
Operations only recorded three assets in Longwood’s asset systems within 30 days
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of receipt, with the remaining assets recorded between three and seven months
after receipt.

Financial Operations staff do not have adequate financial reporting training and there is not
sufficient review of work prepared. Without adequate financial reporting training, Financial Operations
staff cannot properly prepare the capital asset disclosure and financial statements. Additionally,
Financial Operations does not adhere to updated Longwood and CAPP Manual policies and procedures
in place for capital assets. CAPP Manual Topic 30305 “Capitalized or Controlled Assets” provides policies
and procedures for the proper identification of capital asset expenditures, entry in the capital asset
system, and eventual disposal classification within the capital asset system. CAPP Manual Topic 30205
“Acquisition Method” states, “All recordable assets, except constructed assets, should be recorded in
fixed asset system as soon as possible after title passes. Except in unusual circumstances, assets should
be posted within 30 days after receipt and acceptance of the asset. Asset acquisitions should be posted
to the fixed asset system in the fiscal year the asset was acquired. Similarly, asset disposals should be
posted to fixed asset system in the fiscal year the disposal occurred.” CAPP Manual Topic 30205 goes
on to state: “Constructed assets are transferred from the construction in progress account to the related
building, infrastructure, or equipment accounts when they become operational. Constructed buildings,
for example, are assumed to be operational when an authorization to occupy the building is issued,
regardless of whether or not final payments have been made on all the construction contracts.”

Management should provide Financial Operations staff with additional training related to
financial reporting of capital assets. Management should implement a more thorough supervisory
review of work prepared by Financial Operations staff prior to inclusion in the financial statements.
Finally, Financial Operations should continue to improve its current policies and procedures to
strengthen the controls surrounding capital assets and to ensure that Longwood is properly reporting
capital asset information. Policies and procedures should include a review of all open construction
project invoices for May and June to ensure that all payables are properly accounted for within the
financial statements. Upon completion of policies and procedures, Financial Operations should ensure
that all staff entering asset information in the capital asset system have a thorough understanding of the
Longwood and CAPP Manual policies and procedures.

Continue to Improve Continuity of Operations Planning
Type: Internal Control and Compliance

Severity: Significant Deficiency

Repeat: Yes (first issued in fiscal year 2016)

Longwood continues to implement its corrective action plan to address the weaknesses to
improve its risk management and contingency planning process and documentation. Longwood is
making progress to improve and update its continuity of operations plan (COOP) and information
technology (IT) disaster recovery plan (DRP) and process to align with its adopted security standard, the
International Organization for Standardization and the International Electrotechnical Commission
Standard, ISO/IEC 27002 (ISO Standard). However, the following weaknesses exist:
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e The recovery time objectives (RTOs) documented in the current versions of the COOP
and the IT DRP do not align. The IT DRP documents a recovery time of within 30
working days of the disaster for all systems and the COOP documents recovery times
ranging from 12 hours to two weeks for each system that supports mission and
primary business functions. The ISO Standard, section 17.1.2, requires that
organizations establish, implement, and maintain processes, procedures, and
controls to ensure the required level of continuity for information security during an
adverse situation. Having contingency management documents with inconsistent
RTOs may affect Longwood’s ability to prioritize the restoration of critical and
mission essential systems in the event of an outage or disaster.

e Longwood has ten sensitive systems that require a risk assessment. Longwood does
not have risk assessments for four of the ten systems. Longwood completed risk
assessments for six of the ten systems, but did not perform an annual review and
revision for five of the six risk assessments that are complete. Additionally,
Longwood has nine hosted systems that require a risk assessment, which Longwood
handles as part of their new service provider oversight process. The ISO Standard,
section 0.2, requires that an organization identify threats to its assets, along with
evaluating vulnerabilities and impact, by conducting a risk assessment. Without
conducting a risk assessment for each sensitive system, management may not
correctly prioritize information security risks and implement appropriate controls to
help mitigate those risks. By not updating its risk assessments to reflect changes to
its sensitive systems, Longwood increases the risk of not securing its sensitive
systems adequately against known vulnerabilities that can affect data confidentiality,
integrity, and availability.

e Longwood’s most recent DR test occurred in 2016. The ISO Standard, section 17.1.3,
requires that organizations verify the established and implemented information
security continuity controls via regular exercises and tests to ensure that they are
valid and effective during adverse situations, and that organizations review and
evaluate information security continuity measures at regular intervals. Without
regular disaster recovery testing, Longwood cannot ensure processes exist and
function properly to restore sensitive systems within RTOs in the event of a system
failure or disaster.

The departments responsible for developing and implementing recovery priorities have
coordinated to begin efforts to align the recovery priorities. However, Longwood has not completed the
process due to the time required for the collaboration, as well as having to activate the COOP in the
spring of 2020. Longwood lost two information security staff members during fiscal year 2018 and one
security staff member during fiscal year 2019, which delayed updating the risk assessments and DRP.
Longwood has an approved purchase order to conduct a DR test, but experienced delays due to
negotiating the scope of the work and appropriating funds to complete the test.
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The Longwood emergency management, IT, and information security groups should complete
the project to align recovery priorities between the COOP and IT DRP. In addition, Longwood should hire
the information security staff necessary to improve its risk management and contingency management
processes. Once Longwood hires the necessary security staff, Longwood should develop a plan to
complete risk assessments for all sensitive systems and develop processes to ensure the risk assessments
receive an annual review and revision to ensure their validity. Further, Longwood should conduct and
document the planned disaster recovery test. Doing this will help to ensure Longwood protects the
confidentiality, integrity, and availability of its sensitive and mission critical systems.

Maintain Oversight of Third-Party Service Providers
Type: Internal Control and Compliance

Severity: Significant Deficiency

Repeat: No

Longwood does not gain assurance that IT-related third-party service providers who create,
obtain, transmit, use, maintain, process, or dispose of Longwood data have secure IT environments to
protect sensitive and mission critical data. Third-party providers are organizations that perform
outsourced business tasks or functions on behalf of Longwood. Longwood has identified nine IT service
providers that transmit, process, or store sensitive and mission critical data. Longwood has a process in
place to manage these third-party providers but has not completed the oversight process for any of the
nine providers.

Specifically, Longwood has not completed a risk assessment for any of the nine systems.
Additionally, Longwood has not performed regular security audits of the provider’s IT environment or
reviewed independent audit reports, such as system and organization controls (SOC) reports, on a
regular basis to determine that agreed upon security controls are in place and operating effectively.

For any systems that transmit, process, or store sensitive and mission critical data, Longwood’s
Service Security Controls Review (SSCR) procedure requires that the data owner and Information
Security Office work together to complete a risk assessment of the system. Longwood also requires its
providers to contractually agree to a data protection addendum wherein the providers agree to adhere
to certain security requirements. The addendum states that Longwood has the right to conduct audits
of the vendor at any time, and that the vendor must conduct, or have conducted, an annual independent
security audit that attests to the vendor’s security policies, procedures, and controls. The addendum
further states that the vendor must provide to Longwood the results of independent security audits at
Longwood’s request, and that the vendor must modify its security measures, based on the results of the
audit, to meet the controls agreed upon in the addendum. The SSCR requires the Information Security
Office to annually review the providers’ audits. However, Longwood has not requested nor evaluated
the results of independent security audits for any of its third-party providers.

By not gaining adequate assurance over third-party service providers’ IT environments,
Longwood cannot validate the effectiveness of the providers’ IT controls to protect Longwood’s sensitive
and mission critical data.
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Longwood recently began implementing the oversight process as established in their SSCR
procedure and has had some unexpected setbacks. Longwood did not complete a risk assessment for
each system due to limited information security resources. The complex nature of the collaborative
effort required to complete the process also contributed to the delay.

The various departments, the procurement office, the legal group, the Project Management
Office, and Information Security Office should work together to complete the service provider oversight
process for each of the nine providers. Given the limited information security resources available to
complete the required risk assessments, Longwood should evaluate potential alternative solutions, such
as temporarily allocating existing staff, to efficiently and effectively complete the risk assessments.
Additionally, Longwood should gain assurance that each of their IT-related third-party providers have
secure IT environments to protect sensitive and mission critical data. To do this, Longwood should
perform an annual security audit of the provider’s IT environment, or obtain and evaluate SOC reports,
or other independent audit reports, to confirm that each provider maintains effective IT controls to
protect its sensitive and mission critical data.

Improve Database Security

Type: Internal Control and Compliance
Severity: Significant Deficiency
Repeat: No

Longwood does not secure a sensitive system’s supporting database with certain minimum-
security controls required by the ISO Standard and industry best practices.

We communicated the control weaknesses to management in a separate document marked
Freedom of Information Act (FOIA) Exempt under § 2.2-3705.2 of the Code of Virginia due to it containing
descriptions of security mechanisms. The ISO Standard and industry best practices require the
implementation of certain controls that reduce unnecessary risk to data confidentiality, integrity, and
availability in systems processing or storing sensitive information.

Longwood should ensure database configurations, settings, and controls align with its policies
and the requirements in the ISO Standard and industry best practices, such as the Center for Internet
Security Benchmark. Implementing these controls will help maintain the confidentiality, availability, and
integrity of the sensitive and mission critical data stored or processed in the database.

Improve Reporting to the National Student Loan Data System
Type: Internal Control and Compliance

Severity: Significant Deficiency

Repeat: Yes (first issued in fiscal year 2018)

During aid years 2019 and 2020, Longwood personnel still did not report enrollment data to the
National Student Loan Data System (NSLDS) accurately and timely. In response to this same issue in the
prior audit, the Financial Aid Office and the Office of the Registrar implemented a quality control review
(QCR) process to test the accuracy of enrollment reporting beginning with the fall 2019 semester. The
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errors noted below occurred before and after Longwood implemented the QCR process. Registrar
personnel do not have documentation to track the reporting process from Longwood’s student
enrollment records to the enrollment records in NSLDS. As a result, the underlying cause of the reporting
errors is indeterminant. Registrar personnel reported the following enrollment information incorrectly:

Graduates:

e Three of 25 (12%) students tested had an incorrect effective enroliment status;
e Four out of 25 (16%) students tested had an inaccurate effective date; and
e Two out of 25 (8%) students tested were not reported timely.

Withdrawals:
e Four out of 16 (25%) students tested had an inaccurate effective date.

In accordance with Code of Federal Regulations 34 CFR § 685.309 and further outlined in the
NSLDS Enrollment Guide, published by the U.S. Department of Education, enrollment changes must be
reported to NSLDS within 30 days when attendance changes, unless a roster file will be submitted within
60 days. The accuracy of Title IV enrollment data depends heavily on information reported by
institutions. Untimely and inaccurate data submission to NSLDS can affect the reliance placed on the
system by the U.S. Department of Education for monitoring purposes and other higher education
institutions when making aid decisions. Noncompliance may also have implications on an institution’s
participation in Title IV programs and can potentially impact loan repayment grace periods.

Management should continue to perform a comprehensive review of current enrollment
reporting policies and procedures to improve timeliness and accuracy of submissions to NSLDS. Registrar
personnel should maintain documentation to track the reporting process from Longwood’s student
enrollment records to the enrollment records in NSLDS. Management should implement corrective
action to prevent future noncompliance and should improve its QCR process to monitor the accuracy of
submitted enrollment batches at both the campus and program levels in NSLDS.
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Commontoealth of Pirginia

Auditor of Public Accounts

Martha S. Mavredes, CPA P.O. Box 1295
Auditor of Public Accounts Richmond, Virginia 23218

July 10, 2020

The Honorable Ralph S. Northam
Governor of Virginia

The Honorable Kenneth R. Plum
Chairman, Joint Legislative Audit
and Review Commission

Board of Visitors
Longwood University

INDEPENDENT AUDITOR’S REPORT ON INTERNAL CONTROL OVER

FINANCIAL REPORTING AND ON COMPLIANCE AND OTHER MATTERS

We have audited, in accordance with the auditing standards generally accepted in the United
States of America and the standards applicable to financial audits contained in Government Auditing
Standards, issued by the Comptroller General of the United States, the financial statements of the
business-type activities and aggregate discretely presented component units of Longwood University
(Longwood) as of and for the year ended June 30, 2019, and the related notes to the financial statements,
which collectively comprise Longwood’s basic financial statements and have issued our report thereon
dated July 10, 2020. Our report includes a reference to other auditors. We did not consider internal
controls over financial reporting or test compliance with certain provisions of laws, regulations,
contracts, and grant agreements for the financial statements of the component units of Longwood,
which were audited by other auditors in accordance with auditing standards generally accepted in the
United States of America, but not in accordance with Government Auditing Standards.

Internal Control Over Financial Reporting

In planning and performing our audit of the financial statements, we considered Longwood’s
internal control over financial reporting to determine the audit procedures that are appropriate in the
circumstances for the purpose of expressing our opinion on the financial statements, but not for the
purpose of expressing an opinion on the effectiveness of Longwood’s internal control over financial
reporting. Accordingly, we do not express an opinion on the effectiveness of Longwood’s internal control
over financial reporting.
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Our consideration of internal control over financial reporting was for the limited purpose
described in the preceding paragraph and was not designed to identify all deficiencies in internal control
over financial reporting that might be material weaknesses or significant deficiencies and; therefore,
material weaknesses or significant deficiencies may exist that were not identified. However, as
described in the section entitled “Internal Control and Compliance Findings and Recommendations,” we
identified certain deficiencies in internal control over financial reporting that we consider to be material
weaknesses and significant deficiencies.

A deficiency in internal control exists when the design or operation of a control does not allow
management or employees, in the normal course of performing their assigned functions, to prevent, or
detect and correct misstatements on a timely basis. A material weakness is a deficiency, or a
combination of deficiencies, in internal control such that there is a reasonable possibility that a material
misstatement of the entity’s financial statements will not be prevented, or detected and corrected on a
timely basis. We consider the deficiencies entitled “Continue to Improve Financial Reporting Processes”
and “Continue to Strengthen Internal Controls over Capital Assets,” which are described in the section
titled “Internal Control and Compliance Findings and Recommendations,” to be material weaknesses.

A significant deficiency is a deficiency or a combination of deficiencies in internal control that is
less severe than a material weakness, yet important enough to merit attention by those charged with
governance. We consider the deficiencies entitled “Continue to Improve Continuity of Operations
Planning,” “Maintain Oversight of Third-Party Service Providers,” “Improve Database Security,” and
“Improve Reporting to the National Student Loan Data System,” which are described in the section titled
“Internal Control and Compliance Findings and Recommendations” to be significant deficiencies.

Compliance and Other Matters

As part of obtaining reasonable assurance about whether Longwood’s financial statements are
free of material misstatement, we performed tests of its compliance with certain provisions of laws,
regulations, contracts and grant agreements, noncompliance with which could have a direct and material
effect on the determination of financial statement amounts. However, providing an opinion on
compliance with those provisions was not an objective of our audit and, accordingly, we do not express
such an opinion. The results of our tests disclosed instances of noncompliance or other matters that are
required to be reported under Government Auditing Standards and which are described in the section
titled “Internal Control and Compliance Findings and Recommendations” in the findings entitled
“Continue to Improve Continuity of Operations Planning,” “Maintain Oversight of Third-Party Service
Providers,” “Improve Database Security,” and “Improve Reporting to the National Student Loan Data
System.”

Longwood’s Response to Findings

We discussed this report with management at an exit conference held on July 30, 2020.
Longwood’s response to the findings identified in our audit is described in the accompanying section
titled “Longwood’s Response.” Longwood’s response was not subjected to the auditing procedures
applied in the audit of the financial statements and, accordingly, we express no opinion on it.
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Status of Prior Findings

Longwood has not taken adequate corrective action with respect to the previously reported
findings “Improve Financial Reporting Processes,” “Strengthen Internal Controls Over Capital Assets,”
“Continue to Improve Continuity of Operations Planning,” and “Improve Reporting to the National
Student Loan Data System.” Accordingly, we included these findings in the section entitled “Internal
Control and Compliance Findings and Recommendations.” Longwood has taken adequate corrective
action with respect to audit findings reported in the prior year that are not repeated in this report.

Purpose of this Report

The purpose of this report is solely to describe the scope of our testing of internal control and
compliance and the results of that testing, and not to provide an opinion on the effectiveness of the
entity’s internal control or on compliance. This report is an integral part of an audit performed in
accordance with Government Auditing Standards in considering the entity’s internal control and
compliance. Accordingly, this communication is not suitable for any other purpose.

Martha S. Mavredes
AUDITOR OF PUBLIC ACCOUNTS

DBC/vks
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LONGWOOD

UNTIVERSITY

201 High Street
Farmville, Virginia 23909
tel: 434.395.2016

fax: 434.395.2635

trs: 711

August 7,2020

Martha S. Mavredes, CPA
Auditor of Public Accounts
P.O. Box 1295

Richmond, Virginia 23218

Dear Ms. Mavredes,

Longwood University has reviewed the Internal Control Findings and Recommendations provided by the
Auditor of Public Accounts for fiscal year ending June 30, 2019 and is in agreement, in principle, with all of

the findings submitted.

Attached for your consideration is a brief update as to where the campus is with respect to progress on the

Vice President for Administration & Finance

findings. The formal Corrective Action Workplan will be submitted within thirty days as required by CAPP

Manual Section 10205. Please contact me should you have any questions or require additional information.

D

On behalf of Longwood University, please extend my appreciation to all of your staff for their professional

audit work and recommendations.

Sincerely,

Louise

Vice President for Administration and Finance
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Maintain Dversight of Third-Party Service Providers

» The Longwood onhoard process has imptemented the Institutional Data Form which will identify
systems that deal with restricted data. The focus of risk assessment will be prioritized on these

systems for hosted and on premise.

Improve Database Security

» |ongwood has implemented controls to prevent access and additional measures are performed to
moenitor access.

Improve Reporting to the National Student Loan Data System

» Longwood had noted that initial outcomes from the Quality Control Review [QCR) process showed
improvements over FY18. The QCR process is being modified to resolve the gaps identified during
the FY19 audit to improve the process going forward. The Offices of Financial Aid and the Registrar
will continue to work together to ensure accurate reporting to the National Student Loan Data

System.
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